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By the start of 2022, there were 5.31 billion unique mobile phone users, 4.95 billion internet users, 
and 4.62 billion active social media users (Datareportal) - all potential sensors for conflict monitoring, 
and real-time information sharing through their interconnectedness. In 2021, the United Nations 
(UN), a host of regional organizations and alliances, and ad hoc coalitions of states carried out 63 
multilateral peace operations in 38 countries or territories around the world (SIPRI Multilateral Peace 
Operations in 2021) , representing millions of potential sensors and resulting in a huge amount 
of Publicly Available Information (PAI) ready for peace operations analysts to use and evaluate to 
better understand their area of operations. However, without Artificial Intelligence (AI) and Machine 
Learning (ML) tools supporting Open-Source Intelligence (OSINT) employed for real-time conflict 
monitoring it would be impossible to exploit its full potential for peace operations. 

OPEN-SOURCE INTELLIGENCE (OSINT) FOR PEACE OPERATIONS 
During ongoing peace operations, deviations from normality are of major importance for the correct 
assessment of any ongoing situational changes, and may considerably impact the protection of 
one’s military personnel and the affected civilian population. Analysts try to find answers to questions 
every day, e.g. where and when the next deviation or conflict will occur, and what their impact on 
operations, personnel, and the operational environment are. Unfortunately, it happens all too often 
that new situations seem to come as a surprise, despite the fact that, quite frequently, pertinent data 
or information were already available but remained undiscovered. In some cases, human sources 
(HUMINT) are simply prevented from obtaining or reporting the relevant information due to all kinds 
of impediments, with OSINT remaining the only workable source of information.  

Take the complex and interconnected events that took place at the end of the NATO-led Resolute 
Support Mission in Afghanistan in August 2021. Retrospectively, sufficient information had, indeed, 
been available that could have led to the conclusion that the situation would evolve the way it 
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eventually did. Experts already agree that the consistent evaluation of PAI through OSINT would have 
contributed to a much better appraisal of the situation. 

Research shows that 80 percent of information processed by intelligence and analytical bodies in 
UN peace operations originates from PAI, making OSINT nowadays a discipline that significantly 
dominates other intelligence disciplines (Nikolić 2017). The great advantage of OSINT consists 
in considerably reducing the number of demands for classified intelligence collection by limiting 
requests for information to those questions only that ostensibly cannot be answered by PAI (Steele 
2007). Another benefit of using OSINT is the broader dissemination of intelligence since it can 
be made available to other stakeholders without having to keep secret the sources or collection 
methods involved (Cament 2007). However, experts also underline the necessity for peace 
operations to monitor PAI like social media more systematically (Abilova & Novosseloff 2016). 

Social media intelligence (SOCMINT) is a powerful subcategory of OSINT. SOCMINT refers to 
information emanating exclusively from social media platforms. By tracking and constantly 
monitoring social media, analysts can gain real-time insights into public opinion even in volatile 
environments. Nordli and Lindboe (2017) for example pointed out that many major conflict actors in 
Mali use social media for raising their profile with the public, displaying and maybe showing off their 
capabilities, and activating their supporters. The monitoring of social media has proved to be useful 
to gain situational awareness and an in-depth understanding of the sentiments of the population in 
general and in the different factions in particular (Nordli & Lindboe 2017). 

NEED FOR ARTIFICIAL INTELLIGENCE ASSISTANCE SYSTEMS
Conflict prevention has become a field in which UN agencies and conflict mediation teams use data 
capture technologies and intelligence collection to map and better understand recurrent conflict 
patterns, and forecast potential crises (Pauwels 2020). But all these solutions have their limitations 
when it comes to creating the most accurate and comprehensive situational awareness. 

While capturing PAI has never been as easy as today, turning that data and information into 
actionable intelligence for decision-making remains one of the biggest challenges for peace 
operations nowadays: How can we reduce the amount of PAI to focus our resources on the truly 
valuable and pertinent information we need for a better understanding of current operational 
challenges? New technological approaches will allow for more predictive analytics, thus enhancing 
the early warning potential signaling emerging conflicts and operational risks (Wählisch 2020). 

To provide peace operations with relevant situational information in near real-time, instantaneous 
data and information collection as well as AI-based evaluation are indispensable. To this end, a host 
of AI-based Natural Language Processing (NLP)/Machine Learning (ML) tools are available or under 
development, e.g., automatic translation in over 100 languages and dialects, sentiment and predictive 
analysis, or instant geographical location of events, persons, or means of transport. But peace 
operations  analysts quickly reach their limits here: They normally do not speak 200 languages and 
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cannot read 100 million articles of PAI per day. For example, during operations in Afghanistan, the 
intelligence collection, processing, and analysis of text and speech data were considerably hampered 
by the language inadequacy of the analysts involved. (Rietjens 2022).

Therefore, peace operations need assistance systems capable of relieving the analyst of the hard 
work by providing already pre-categorized/pre-filtered data and information. Already existing event 
codebooks like those of GDELT or ACLED are tailored to specific situations, e.g. military conflicts, 
political crises or disaster warnings: 

• Global Database of Events, Language, and Tone (GDELT): The GDELT project collects information 
from a wide variety of data sources and categorizes it, using the Conflict and Mediation Event 
Observations (CAMEO) Event Codebook. 

• Armed Conflict Location & Event Data Project (ACLED): Similar to the GDELT project, the ACLED 
database collects and categorizes information on conflict situations. The information mostly 
comes from local partners.

From our point of view, the codebooks of the GDELT and ACLED projects have their limitations as 
more categories are required to understand the complex interrelationships of events prevailing in 
peace operations. A prolonged drought in the area of operation can lead to water shortages resulting 
in social and military conflicts, and a fake post on a social network may bring peace operations into 
disrepute among the local population. 

At the same time, a large number of problems must simultaneously be considered and also 
technically implemented in an efficient peace operations situational awareness environment, 
e.g., gender aspects, the protection of civilians, confidence-building measures, cultural property 
protection, propaganda awareness, children, and armed conflict, and women, peace, and security 
(UN Resolution 1325). To cover all these features of a crisis and to detect them as early as possible, 
it is essential to combine even more diverse event codebooks or protocols. As a first step, Traversals 
Analytics and Intelligence has taken ACLED and GDELT as a basis and extended them with other 
codebooks, such as:

• Management of a Crisis (MOAC): A vocabulary for describing disasters. It contains categories 
like Compromised Infrastructure. 

• Common Alerting Protocol (CAP): A protocol for describing weather phenomena, e.g. heavy rain 
or heat.

There were no entries for these events in the existing codebooks. After experimenting over the 
last few months, we have developed a new event codebook that covers a huge variety of relevant 
situations, including also
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• Supply chain law: violation of human rights, non-payment of wages, non-compliance with 
minimum social standards, child labor, etc.

• Protection of women and girls: sexual or other violence against women and girls, restriction of 
the rights of women and girls, forced marriage, etc.

• Freedom of the press: abduction or murder of journalists, prevention of freedom of the press, 
etc.

A FIRST REDUCTION OF THE DATA STREAM
As explained in the introduction, the objective is to better understand changes occurring in the 
area of peace operations as quickly as possible. To do this, PAI gathering needs to get as close as 
possible to where the action is. A so called Federated Search connects to various data sources, 
such as Google, Yahoo, Yandex, Naver, Bing, Ahmia, DuckDuckGo, Twitter, Reddit, Telegram, 
etc. persistently scanning multilingual texts, audio, images, and videos for the latest pertinent 
information. At the same time, peace operations do-no-harm rules must also apply to OSINT/
SOCMINT: All information that could be used to identify sources, including but not limited to names 
and organizations, must be kept confidential or sanitized. 

With the multitude of data sources subject to real-time demand, an incredibly large data stream 
is generated that is no longer possible to be manually evaluated. To cope with the problem, the 
integration of AI-based tools efficiently pre-evaluating and reducing the millions of daily puzzle pieces 
of information to a processable size is required to generate that data stream, a Federated Search 
connects to various data sources and automatically searches them at regular intervals, using simple, 
event-type specific keywords, in this case for peace operations. Unfortunately, more sophisticated 
searches are not yet possible, as they are presently not supported by most of the public available 
proprietery data sources.
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Taking the „Roadside Improvised Explosive Devise (IED)“ category from our event codebook as an 
example, we search for “Roadside IED“ in different languages on Google News or Twitter. Results 
in foreign languages are transparently translated by the Federated Search into English. The first 
processing also includes a Geocoding of text information, allowing a geospatial analysis of the 
findings. Looking at the results, you may see that a simple keyword search only reduces the data 
stream. However, a direct mapping of results to event types is not possible due to the linguistic 
ambiguity produced. It is the poor quality of the first results that is one of the big challenges when it 
comes to social media analysis for peace operations.

FINAL CLASSIFICATION WITH THE HELP OF NATURAL LANGUAGE PROCESSING
To do the final mapping of the initial low-quality results correlating them to the event types defined 
in the event codebook, we started to analyze the sentence structure including all words. This can be 
done intuitively by using state-of-the-art Natural Language Processing (NLP) libraries. Experiments 
showed that it is of crucial importance which verbs, nouns, adjectives, tenses, etc. were used in the 
text. As we labeled thousands of sample sentences, we could implement a robust feature extraction 
and feature classification for each event type. Our training set now contains over 3,000,000 entries, 
which are annotated sentence by sentence. Our own Federated Search allows us to expand this 
corpus daily, and adapt it whenever new event types are added to our extended codebook. After 
defining our event codebook and designing robust AI algorithms to map information to entries of this 
codebook, we faced new challenges:

• A new event codebook is constantly growing, and a training set is getting updated every day. 

• It turned out that the creation of new AI models is not a static act, but a process that has to be 
operated daily. 
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In addition, the German Bundesamt für Sicherheit in der Informationstechnik (BSI) defined a new set 
of criteria for the secure use of machine learning methods in cloud services in 2021. The criteria in 
the Artificial Intelligence Cloud Service Compliance Criteria Catalogue (AIC4) addresses security and 
robustness, performance and functionality, reliability, data quality, data management, explainability, 
and bias. To get on top of this, we built a Machine Learning Operations (MLOps) pipeline that 
structures, optimizes, and makes the work more efficient and compliant with BSI AIC4. A summary 
of this can be seen in the diagram below. This MLOps pipeline is fully integrated into the architecture 
and allows daily, reproducible training of AI models for all entries of the event codebook. .
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KEY FINDINGS
PAI collection enables and improves the identification and monitoring of conflicts, and is essential for 
intelligence gathering during peace operations.

• PAI analysis is still a big challenge making it hard to get reliable and real-time situation reports. 

• Systems to tackle these challenges are available, but they seem to be incomplete. 

• AI-based analysis of OSINT introduces new capabilities, e.g. near real-time monitoring. 

• Machine Learning Operations (MLOps) are required to deal with a constantly growing and self-
adapting event codebook. 

• The use of AI and OSINT will enhance peace operations’ situational awareness and mitigate 
threats to a large extent.
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